
How to Utilize MyCSF Inheritance with 
HITRUST Shared Responsibility Matrices (SRMs)



Agenda

• Overview:
• About the HITRUST Shared Responsibility and Inheritance Program
• HITRUST Customer Qualifications

• Utilizing MyCSF Inheritance with HITRUST Shared Responsibility 
Matrices (SRMs)…

• As the Inheritance Provider
• As the Assessed Entity (or External Assessor)
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Overview



The HITRUST Shared Responsibility and Inheritance Program

DID YOU KNOW?
For an r2 Validated Assessment, your organization can inherit up to 60% of controls from 
cloud service providers!

For an i1 Validated Assessment, your organization can inherit up to 80% of controls from cloud 
service providers!

Adding Inheritance Efficiency Saves Time, Effort, and Cost on HITRUST Assessments!

External Inheritance
Organizations can use their MyCSF® subscription to import control assessment results and 
scores from their other HITRUST Validated Assessments that have been published (enabled) for 
External Inheritance by hosting, cloud, or other service providers.

Internal Inheritance
Organizations can use their MyCSF® subscription to leverage and repurpose controls 
assessment results and scores that are internally inheritable to or from their other current or 
previous HITRUST Assessments.
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Key Inheritance Benefits
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Reduces the need for 
duplicative and 
redundant direct controls 
testing that is covered 
and obtained under a 
prior valid assessment.

Identifies control mappings 
and leverages assessment 
results within one system 
to efficiently process 
Inheritance information 
exchange.

Provides the transparency 
and visibility needed to 
fully understand and 
effectively inherit existing 
controls assessment data.

The industry’s only 
Inheritance capability 
for third-party 
assurances, especially 
well-suited for shared 
cloud-based control 
environments. 
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Utilizing MyCSF Inheritance with HITRUST 
Shared Responsibility Matrices (SRMs)



Some Key Terms We Will Use:
Term Definition

Inheritance The sharing of HITRUST Assessment results between HITRUST Assessment(s) through 
purposeful electronic workflows, typically in the context of shared responsibility in the 
performance of cybersecurity controls

Internal Inheritance Using inheritance to share assessment results between assessments of a single organization (e.g., 
between a shared IT service and the business)

External Inheritance Using inheritance to share assessment results between assessments of different organizations 
(e.g., between a CSP and its tenants)

Inheritance Provider An organization who has published / enabled their HITRUST assessment for external inheritance

MyCSF HITRUST’s assessment platform

SRM Shared Responsibility Matrix, the (currently Excel-based) mechanism by which security 
obligations of a provider (typically CSPs) and its users are communicated, to ensure 
accountability

Inheritability Values Information describing whether a requirement is fully, partially, or not inheritable (and why)
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Type Description

MyCSF Subscription INTERNAL & EXTERNAL INHERITANCE: Assessment owner is an active annual MyCSF subscriber with a 
Corporate or Premier-level subscription.

CSF Assurance 
Requirements

EXTERNAL INHERITANCE (ONLY):
• The assessment object within MyCSF is in a ‘Completed’ state with the final report date posted and 

remaining effective during its lifespan for the following supported assessment types:
r2 Validated—for a period of 2 years after the final report date and timely completion of the 

interim assessment by the 1-year anniversary date of final report date.
i1 Validated—for a period of 1 year after the final report date.

• The assessment object is configured to be ‘Published’ (enabled) for external inheritance with the 
box checked on the “Name & Security” page within MyCSF and inheritance requests are processed 
in a reasonably timely manner (including consenting to terms/conditions for inheritance-related 
sharing/exchange of privileged customer information).

Additional Benefits Inheritance Providers are eligible to have a HITRUST Shared Responsibility Matrix (SRM) published 
that is tailored to their inheritable assessment and access to a press kit that includes the promotional 
material and guidelines (e.g., logo and press release template).
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HITRUST Customer Qualifications: Inheritance Provider
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External Inheritance – Publishing (Enabling) 
by Inheritance Provider

• ‘Published’ box checked 
on “Name & Security” 
page within assessment 
object
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• New badge on Inheritance Provider’s 
home page shows that an assessment 
object is published/enabled for external 
inheritance (MyCSF Release 1.16)



External Inheritance – Inheritance Table 
for Inheritance Provider
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• Inheritance approval table 
contains consolidated view of all 
inheriting customers

• Allows for bulk processing of 
submitted inheritance requests

• New enhancements includes ‘ALL’ 
count and improved data filtering 
functionality (MyCSF Release 1.16)

• Future Inheritance 2.0 
enhancements to include single-
click navigation from toolbar menu 
and data field updates consistent 
with assessment-level inheritance 
table data field updates



HITRUST Shared Responsibility Matrices (SRMs)
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Optimal Managed Risk Solutions for Sharing 
Information Security Control Assurances

Reduces Time, Effort, and Cost by Inheriting Control 
Scoring, Assessment Information, and Results

HITRUST Shared Responsibility Matrix
No-cost, easy-to-use, out-of-box, baseline template 
with pre-populated shared responsibility and controls 
inheritability that are perfectly suited for shared cloud 
environments.

HITRUST Shared Responsibility Matrices are a Comprehensive Blueprint 
to Identify Shared Controls and Facilitate Sharing
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CREATED SUBMITTED
APPROVED

(or REJECTED with 
Comment)

APPLIED
(or REMOVED)

External Inheritance – Workflow Process Flow & Data
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Inheritance Provider

Assessed Entity

Inheritable (source) assessment data visible by 
inheriting (destination) assessment in MyCSF:
• Assessment owner (org name)
• Assessment meta-data (name, CSF version, 

type & final report date)

Inheriting (destination) assessment data visible by 
inheritable (source) assessment in MyCSF:
• Assessment owner (org name)
• Assessment meta-data (name, CSF version, type)

Inheritable (source) assessment data visible by 
inheriting (destination) assessment in MyCSF:
• IF APPROVED, inherited assessment results 

(control maturity scores, requirement 
applicability, and associated commentary)

1 2 3 4
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Internal Inheritance – Initiating in Assessment Object 
(via Inheritance Model) by Assessed Entity
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External Inheritance – Initiating in Assessment Object 
(via Inheritance Model) by Assessed Entity
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External Inheritance – Inheritance Model: Requests 
Submitted by Assessed Entity
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• New inheritance enhancements improves 
transparency of usage and status with new 
icons, color-coding indicators, and 
informative pop-ups (MyCSF Release 1.15)

• The Inheritance Modal only shows 
inherited assessment scores after the 
Inheritance Provider approves the 
request (MyCSF Release 1.15)



External Inheritance – Inheritance Model: Requests 
Approved by Inheritance Provider
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• New inheritance enhancements adds 2nd scoring tab that provides a breakdown of the 
complex rubric-based scoring of inherited assessment scores (MyCSF Release 1.15)

• Works with the new Inheritance Calculator on MyCSF Help

• The most voted UserVoice idea!



Internal & External Inheritance – Inheritance Table for
the Assessed Entity
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• Assessment-level Inheritance Table is 
used for submitting external 
inheritance requests (per request or in 
bulk) to the Inheritance Provider for 
processing and checking status

• New enhancement adds Internal 
Inheritance support and title of page 
renamed (included in MyCSF Release 
1.15 & 1.16)

• New enhancement adds new data 
filtering functionality for improved 
usability (MyCSF Release 1.15)

• New enhancement refreshes the table’s 
data fields (i.e., CVID, request aging, etc.) 
for improved transparency and to align 
to newer functionality enhancements 
(MyCSF Release 1.15)



Internal & External Inheritance – Creating / Submitting 
Requests (via Offline Template) by Assessed Entity
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• New inheritance enhancement 
adds inheritance functionality to 
the Offline Assessment Template 
(MyCSF Release 1.16)

• Supports both internal and 
external inheritance

• Streamlines assessment process 
by allowing inheritance to be 
requested/applied in bulk

• Includes enhanced data import 
error reporting and user guidance



CVID-Enable Inheritance
• New inheritance enhancement 

changes the logic to use the CVID 
for cross-version inheritance 
instead of the BUID 
(MyCSF Release 15)

• Fixes the incorrect control matches 
with same BUID that should break 
cross-version inheritance

• Enables cross-version for INTERNAL 
inheritance

• Improves transparency of HITRUST CSF 
control lifecycle

• Expands inheritability of other 
duplicate controls via new CVID 
matching table administrative tool

• Control requirement’s CVID/BUID pair 
now visible in the MyCSF assessment 
objects/library & HITRUST SRMs
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External Inheritance – Enhanced Status Reporting for
Inheritance Providers / Assessed Entities

• New configurable email notifications with inheritance request aging 
schedules in user preferences (MyCSF Release 1.15)
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• Pending inheritance requests added to Kanban 
Board (MyCSF Release 1.15)

Inheritance Provider: 13

Assessment is waiting action 
from assessed entity.
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External Inheritance – General User Guidance for 
the Assessed Entity
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• Assessed Entities should work closely with their External Assessor team when utilizing external 
inheritance (and/or contact your HITRUST CSM/Support for further assistance) and use the 
following as a step-by-step guideline…

STEP 1
The Assessed Entity has confirmed as having a valid business justification
for utilizing external inheritance by meeting HITRUST’s Subscriber & CSF 
Assurance requirements qualifications (listed on next slide).

STEP 2
The Assessed Entity has a rationalized approach for weighting external 
inheritance requests that was derived with input from:
(a) The HITRUST SRM to determine the inheritability values of controls (SRM Type) 

AND
(b) Understanding of what portion of the assessment scope is reasonably covered 

by the third-party organization’s common HITRUST CSF controls.



Type Description

MyCSF Subscription • INTERNAL INHERITANCE: Assessment owner is an active annual MyCSF subscriber with a Corporate or Premier-
level subscription.

• EXTERNAL INHERITANCE: Assessment owner is an active annual MyCSF subscriber with a Professional, Corporate 
or Premier-level subscription.

HITRUST Assurance 
Requirements

EXTERNAL INHERITANCE (ONLY):

• There exists a valid business justification for the Assessed Entity, as a relying party, to request External Inheritance 
by qualifying for both of the following scoping conditions:

 Inheriting assessment type—The assessment is a supported HITRUST Validated or Readiness Assessment 
type that allows use of External Inheritance.

 Customer verification—The Assessed Entity is an active customer of the Inheritance Provider with a direct 
contractual arrangement in place (still in good standing) that can be verified by the Inheritance Provider.

 Common assessment scope—The inheriting assessment scope boundary includes the Inheritance 
Provider’s products/services and associated common CSF control requirements covered by the inheritable 
assessment scope.

• Inheritance requests are submitted to the Inheritance Provider for approval and applied before the end of the 90-
day assessment testing period (including consenting to terms/conditions for inheritance-related sharing/exchange 
of privileged customer information).
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HITRUST Customer Qualifications: Assessed Entity
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• Partial inheritance (with 1 < x < 99% weight) 
can be nuanced/complex but helped by using 
the new Inheritance Calculator assessment tool 
now available on MyCSF Help via 
https://help.mycsf.net/inheritance-calc/

• Scenario A: 25% weight of control inheritability
• Scenario B: 50% weight of control inheritability
• Scenario C: 75% weight of control inheritability
• Scenario D: 100% weight of control inheritability
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External Inheritance – General User Guidance for 
the Assessed Entity (cont.)
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https://help.mycsf.net/inheritance-calc/
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External Inheritance – General User Guidance for 
the Assessed Entity (cont.)
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• The HITRUST SRM is an essential 
guideline for determining the 
inheritability values of external 
controls based on SRM Type

• Assessed Entities can download the 
HITRUST SRMs tailored for Inheritance 
Providers, or if unavailable, use 
HITRUST’s baseline template

• Important to keep in mind:
• Not all control requirements should be 

inherited (i.e., SRM Type 1 controls)

• Not all control requirements should be 
fully inherited (with 100% weight)



• Resolves cloudy uncertainty and ambiguity by 
clearly defining how to rely on shared 
information security and privacy controls

• Built on the first vendor-agnostic shared 
responsibility model suited for shared cloud-
hosted platforms and application services

• Provides an out-of-box blueprint with pre-
populated inheritability values, referred to as 
SRM Types, assigned to over 2,000 HITRUST 
CSF control requirements

• Tailored for HITRUST’s Inheritance Providers
as a benefit for their relying customers to 
download from HITRUST’s website or via 
MyCSF.
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The HITRUST Shared Responsibility Matrix® (SRM) –
Baseline Template
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Inheritability Value Applicable SRM Type(s)

NO INHERITANCE
(0% weight)

SRM Type 1 – Entity-Level / 
Organizational Internal Controls

PARTIAL INHERITANCE
(1 < x < 99% weight)

SRM Type 2 – Third-Party Manual / 
Administrative Controls (Shared)

SRM Type 4 – Technical / Automated 
Controls (Tangible)

SRM Type 5 – Technical / Automated 
Controls (Intangible)

FULL INHERITANCE
(100% weight)

SRM Type 2 – Third-Party Manual / 
Administrative Controls (Not Shared)

SRM Type 3 – Physical Access / 
Environmental Security Controls
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HITRUST SRM – Baseline Template:
External Controls Inheritability Values (SRM Types)
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SRM Type Definition

SRM Type 1
Entity-Level / 
Organizational 
Internal Controls

The control is NOT INHERITABLE if no portion of the control must involve or be 
shared with/outsourced to another third-party organization as a material dependency for 
the assessed entity to sufficiently perform and the external assessor to validate 
implementation of the control (note: these controls may be internally inheritable).

Example control activities:
• Entity-level/organizational policies, programs, and processes
• User personnel conduct or HR-related involving personnel on/off-boarding and training
• Internal use of corporate/shared IT services
• Scope limited to only locally-hosted or on-prem sites and facilities, including remote or 

teleworker locations, that do not share technical interfaces and/or remote user access 
or network connectivity involving technologies or user personnel belonging to the 
third-party organization
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HITRUST SRM – Baseline Template:
External Controls Inheritability Values (SRM Types)
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SRM Type Definition

SRM Type 2
Third-Party Manual 
/ Administrative 
Controls

The control may qualify for PARTIAL INHERITANCE if a partial portion or FULL INHERITANCE
if a total portion of the control must involve or be shared with/outsourced to another 
third-party organization as a material dependency for the assessed entity to sufficiently 
perform (and the external assessor to validate) implementation of the control AND the 
control can be characterized as having administrative or manual processing qualities that 
require some form or element of action taken by user personnel belonging to the third-
party organization.

Example control activities:
• Vendor, supplier, or cyber supply-chain or other related risk and assurance activities
• Service contracting or other forms of legal arrangements
• Joint privacy compliance obligations between covered entities/business associates or 

data controllers/processors
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HITRUST SRM – Baseline Template:
External Controls Inheritability Values (SRM Types)
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SRM Type Definition

SRM Type 3
Physical Access / 
Environmental 
Security Controls

The control may qualify for FULL INHERITANCE if a total portion of the control must involve 
or be shared with/outsourced to another third-party organization as a material 
dependency for the assessed entity to sufficiently perform (and the external assessor to 
validate) implementation of the control AND the control can be characterized as having 
physical qualities that require some form or element of action taken by user personnel 
belonging to the third-party organization.

Example control activities:
• Involves provisioning and controlling of user access or use of environmental security 

measure for protection of off-prem or collocated facilities, or facilities that host 
external third-party services, i.e., SaaS-based mobile or web applications, shared cloud 
infrastructures/platforms (IaaS/PaaS), and datacenter hosting services
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HITRUST SRM – Baseline Template:
External Controls Inheritability Values (SRM Types)
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SRM Type Definition

SRM Type 4
Technical / 
Automated Controls 
(Tangible)

The control may qualify for PARTIAL INHERITANCE if a partial portion or FULL INHERITANCE
if a total portion of the control must involve or be shared with/outsourced to another 
third-party organization as a material dependency for the assessed entity to sufficiently 
perform (and the external assessor to validate) implementation of the control AND the 
control can be characterized as having both physical and technical qualities that require 
some form or element of action taken by user personnel belonging to the third-party 
organization.

Example control activities:
• Involves placement, treatment, handling, configuration, or use of tangible forms of 

portable/mobile or stationary hardware-based technologies or other forms of system 
component, cabling or equipment located off-prem but may share technical interfaces 
and/or remote user access or network connectivity involving technologies or user 
personnel belonging to the assessed entity
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HITRUST SRM – Baseline Template:
External Controls Inheritability Values (SRM Types)
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SRM Type Definition

SRM Type 5
Technical / 
Automated Controls 
(Intangible)

The control may qualify for PARTIAL INHERITANCE if a partial portion or FULL INHERITANCE
if a total portion of the control must involve or be shared with/outsourced to another 
third-party organization as a material dependency for the assessed entity to sufficiently 
perform (and the external assessor to validate) implementation of the control AND the 
control can be characterized as having logical or automated technical qualities that require 
some form or element of action taken by user personnel belonging to the third-party 
organization.

Example control activities:
• Involves placement, treatment, handling, configuration, or use of tangible forms of 

portable/mobile or stationary hardware-based technologies or other forms of system 
component, cabling or equipment located off-prem but may share technical interfaces 
and/or remote user access or network connectivity involving technologies or user 
personnel belonging to the assessed entity



Thank You For Attending!
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