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Purpose  

This document defines the expectations for the documentation of HITRUST CSF Assurance Program 
Validated Assessments. These requirements are designed to ensure the consistency and quality of 
documenting work during a Validated Assessment by a HITRUST CSF Assessor Organization and to 
increase the quality of and streamline the HITRUST Quality Assurance (QA) process.  

Pre-Assessment Planning  

The purpose of pre-assessment planning is to ensure that the HITRUST CSF Assessor understands the 
scope of the assessment and designs appropriate testing procedures that address the understood scope. 
Some of the areas that need to be understood and documented during the planning phase are:  

• Systems, business processes, and physical locations to be assessed  
• Risk Factors to be assessed against  
• Populations to be tested  

 Users  
 Endpoints  
 Network Devices  
 Mobile Devices  

• Identification of control requirements that may have a shared responsibility  

Once these items are understood a test plan should be developed that addresses all aforementioned 
areas.  

Test Plan  

The test plan is the blueprint for the performance of a HITRUST CSF Assessment. It should include test 
procedures for each maturity domain for each control requirement in the HITRUST CSF Assessment. It 
should also include details on any sampling that is used for testing to include total population and 
sample size as well as how the sample is to be selected (random, systematic); if this sampling 
information is not captured in the test plan, it should be captured in the working paper used to 
document the sample test. Test plans should also include who the Engagement Executive and 
Engagement Lead, and Engagement QA Reviewer are for the HITRUST CSF Assessment. The test plan 
should be signed-off by the Engagement Executive and Engagement lead and optionally by the QA 
Reviewer.  

General guidance for test procedures by maturity domain are:  

• Policy – Documentation review  
• Procedure – Interview, process flow diagram, runbook  
• Implementation – Observation of control applied to a population or sample thereof  
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• Measured – Review of documentation for operational, independent measures and metrics  
• Managed – Observation of mechanism used to track adjustments identified by measurements  

Working paper documentation  

Working papers are used to document testing that is performed during a HITRUST CSF Assessment. The 
working papers should include copies of policies and procedures, process flow diagrams, or 
spreadsheets used to document a sample and test results. Working papers are expected to have the 
following required information on them:  

• Name of Assessment  
• Name of person that performed the test/review  
• Date the test was performed  
• Description of test procedure  
• Result of test procedure  

Working papers submitted during the HITRUST QA process that do not contain the required information 
will result in the HITRUST CSF Assessment being reverted back to the HITRUST CSF Assessor for proper 
documentation. 
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Example Test Plan 
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Example Sampling Working Paper 
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Example Artifact Working Paper 

 
Validated Assessment Workpaper 5.1_05 

Domain:  5- Wireless Security 

Assessment:  Chinstrap Penguin 

Requirement Statement: 0502.09m1Organizational.5 

 

PBC: Assessor.io observed this evidence being pulled during on-site walkthroughs with Jonathan Seagull on 11-
19-XX 

Tested:  LM on 11-19-XX 

 

Test procedure: Inspect wireless access point configuration settings to ensure that wireless networks are 
configured with strong encryption (AES WPA2 at a minimum). 

Test Result:  No findings. Chinstrap Penguin’s wireless network was configured to use strong encryption. 

 

 

 

 


